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• CNNMoney.com ranks this 57th in  
Top 101 dumbest business moments 

•  A half-billon dollar lawsuit 

•  The CTO got fired 

User Id Search Query 
4417749 “landscapers in Lilburn, GA” 

4417749 “people with last name Arnold” 

4417749 “numb fingers” 

4417749 “dog that urinates on everything” 

Thelma Arnold, 
 a 62-year-old widow  
living in Lilburn, GA 

Example:	  AOL	  Search	  Data	  Fiasco	  

Anonymized	  Search	  Logs	  for	  Research	  

[August	  8th	  2006]	  

[August	  4th	  2006]	  

End	  user	  (Thelma):	  opt-‐in/opt-‐out	  decision	  
Data	  owner	  (CIO):	  publish/no-‐publish	  decision	  

	   	  Needed:	  formal	  privacy	  guarantees	  



Other	  Examples	  of	  Private	  Data	  

Jane	   Joe	   John	  



Understand	  social	  trends	  
How	  many	  triangles	  in	  the	  graph?	  
	  Deny:	  	  Who	  are	  Bob’s	  friends?	  

Analyze	  traffic	  &	  congesEon	  
How	  many	  drivers	  take	  route	  I-‐90?	  	  

	  	  	  	  	  Deny:	  Where	  does	  Joe	  go	  aAer	  work?	  	  

No	  known	  techniques	  with	  privacy	  guarantees	  !	  

Other	  Examples	  of	  Private	  Data	  

Jane	   Joe	   John	  



Outline	  

•  Background:	  Privacy	  defini&ons	  
•  Central	  result:	  Differen&al	  vs.	  Adversarial	  
privacy	  

•  Applica&ons:	  New	  techniques	  with	  formal	  
privacy	  	  

•  Conclusions	  



Background:	  Differen&al	  privacy[Dwork	  06]	  

	  	  	  	  Query:	  count	  #	  of	  flu	  paHents	  with	  age	  <	  10	  
Current	  correct	  answer	  =	  	  156	  	  
New	  correct	  answer	  =	  	  157	  	  

Name Age Zip Disease 

John 15 98104 Flu 

….. …. ….. …. 

Smith 27 98105 Cancer 

Alice 11 98105 Flu 

Name Age Zip Disease 

John 15 98104 Flu 

….. …. ….. …. 

Smith 27 98105 Cancer 

State-‐of-‐the-‐art	  privacy	  defini&on	  

Privacy	  	  
Mechanism	  

Possible	  perturbed	  
answers:	  
	  	  	  163	  	  	  prob	  =	  p1	  
	  	  	  175	  	  	  prob	  =	  p2	  
	  	  	  .	  .	  .	  .	  .	  	  	  

DifferenHal	  Privacy[Dwork	  06]	  Output	  probabili&es	  change	  very	  li,le	  
with	  addi&on/removal	  of	  a	  single	  tuple	  

\	  	  	  p1’	  
\	  	  	  p2’	  



Background:	  Differen&al	  privacy[Dwork	  06]	  

Standard	  Algorithm	  [Dwork	  et.	  al.	  06]	  
 Add	  random	  noise	  according	  to	  	  query	  sensiHvity	  

Example:	  

SELECT-‐COUNT-‐WHERE	  queries:	  

	  ‘#	  of	  flu	  paHents	  with	  age	  <	  10’	  

	  	  Answer	  can	  change	  by	  at	  most	  1	  
	  	  Query	  sensi&vity	  is	  1	  
	  	  Small	  noise	  required	  

Name Age Zip Disease 

John 15 98104 Flu 

….. …. ….. …. 

Smith 27 98105 Cancer 

Alice 11 98105 Flu 

Name Age Zip Disease 

John 15 98104 Flu 

….. …. ….. …. 

Smith 27 98105 Cancer 

max	  change	  in	  query	  answer	  	  on	  	  
adding/removing	  a	  single	  tuple	  



  Designed	  for	  the	  end-‐user	  
  Opt-‐in/opt-‐out	  decision	  
  Property	  of	  the	  security	  mechanism,	  not	  of	  	  a,ackers	  

  Simple	  privacy	  mechanism	  based	  on	  query	  sensi&vity	  

ISSUES:	  
  Very	  high	  bar	  for	  privacy	  

  Works	  well	  on	  SELECT-‐COUNT-‐GROUP-‐BY	  
  Fails	  for	  JOIN	  queries	  

  Only	  for	  individual	  secrets	  

Summary	  of	  Differen&al	  Privacy	  

q	  =	  ‘#	  of	  triangles	  in	  the	  graph’	  

Query	  sensi&vity	  =	  n-‐2;	  noise	  =	  O(n)	  

n	  -‐	  2	  0	  

Alice	   Bob	  



Background:	  Adversarial	  Privacy	  

Output	  O	  Privacy	  
Mech.	  

P(John,Cancer)=1%	  

P(John,Cancer|O)=	  2%	  

Posterior	  belief	  
Posterior	  belief	  =	  80%	  :	  non-‐privacy	  
Posterior	  belief	  =	  1.2%	  :	  	  privacy	  

Prior	  belief	  Models	  the	  aTacker	  explicitly	  

John’s	  complete	  health	  record	  John	  has	  no	  malaria	  

Class	  of	  aTackers	  

Adversarial	  privacy[Evfimievski	  02]	  For	  all	  a,ackers	  in	  a	  class,	  
his	  knowledge	  changes	  	  li,le	  aier	  learning	  the	  query’s	  answer	  

NYC	  Journalist	   Chinese	  government	  



  Designed	  for	  the	  data	  owner	  
  Publish	  /	  don’t	  publish	  decision	  
  Stated	  in	  terms	  of	  an	  a,acker,	  not	  the	  privacy	  mechanism	  
  Applies	  equally	  well	  to	  group	  secrets	  

  ISSUES:	  
  Impossible	  to	  achieve	  for	  the	  class	  of	  ALL	  a,ackers	  

  Difficult	  to	  define	  the	  “right”	  class	  of	  a,ackers	  

  Each	  class	  of	  a,acker	  requires	  a	  new	  privacy	  mechanism	  

Summary	  of	  Adversarial	  Privacy	  

A,acker	  knows	  that	  Thelma’s	  height	  	  is	  2	  above	  the	  average	  
Silly	  to	  aim	  for	  privacy	  against	  such	  adversaries	  !	  [Dwork]	  



Outline	  
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Differen&al	  vs.	  Adversarial	  Privacy	  

Against	  which	  class	  of	  aTackers	  does	  differenHal	  privacy	  protect?	  

Standard	  answer:	  

“Differen&al	  privacy	  hides	  your	  data	  even	  from	  an	  all-‐powerful	  
adversary	  who	  knows	  all	  tuples,	  except	  one”.	  

But	  this	  is	  silly	  !	  	  
How	  can	  this	  help	  the	  data	  owner	  decide	  whether	  to	  publish	  or	  not	  ?	  



Differen&al	  vs.	  Adversarial	  Privacy	  

Equivalence	  Result[Rastogi.	  et.	  al.	  09]	  
	  	  	  	  	  Characterized	  the	  class	  of	  DP	  aTackers	  for	  which*:	  

adversarial	  privacy	  against	  DP	  aTckers	  =	  differenHal	  privacy	  

All	  possible	  a,ackers	  

DP	  aTackers	  	   Non-‐DP	  aTackers	  	  

Protected	  by	  
differen&al	  private	  	  

algorithms	  

Can	  break	  
differen&ally	  private	  

algorithms	  

Against	  which	  class	  of	  aTackers	  does	  differenHal	  privacy	  protect?	  



DP	  &	  Non-‐DP	  A,ackers	  

DP	  aTackers	  	   Non-‐DP	  aTackers	  	  

PosiHve	  tuple	  correlaHons	   PosiHve	  tuple	  correlaHons	  

Formal	  definiHon	  of	  DP	  aTackers	  
An	  a,acker	  with	  prior	  belief	  distribu&on	  P	  is	  DP	  iff:	  
1.   P	  is	  log-‐submodular	  
2.  Every	  marginaliza&on	  of	  P	  is	  also	  log-‐submodular	  
3.   P	  is	  planar:	  	  exists	  n,	  P(DB)=0	  if	  |DB|	  ≠	  n	  

P(tuple2	  |	  tuple1)	  	  
≥	  P	  (tuple2)	  



Non-‐DP	  A,ackers:	  Posi&ve	  Tuple	  Correla&ons	  

•  In	  differen&al	  privacy,	  noise	  added	  according	  to	  query	  sensi&vity	  
•  That	  noise	  insufficient	  to	  hide	  the	  presence	  or	  absence	  of	  20	  tuples	  

Name Age Zip Disease 

T. Lincoln 15 98104 Sickle-cell 
anemia 

….. …. ….. …. 

M. Lincoln 67 98104 Sickle-cell 
anemia 

S. Lincoln 11 98104 Sickle-cell 
anemia 

	  	  	  Answer:	  18	  

Sickle-‐cell	  anemia	  is	  
a	  gene&c	  disesase	  

Every	  Lincoln	  likely	  has	  
sickle-‐cell	  anemia	  

Q:	  	  #	  of	  	  Lincolns	  in	  98104	  	  	  
	  w/	  sickle-‐cell	  anemia?	  
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Applica&ons:	  Analysis	  of	  Social	  Networks	  

Central	  Result[PODS	  09]:	  Connec&on	  between	  
DifferenHal	  Privacy[Dwork	  06]	  	  &	  Adversarial	  Privacy[Evfimievski	  02]	  

Algorithm	  for	  analyzing	  

social	  networks[PODS	  09]	  

Algorithm	  for	  analyzing	  

Hme-‐series	  data[SIGMOD	  10]	  

Applica&ons:	  Analysis	  of	  Social	  Networks	  



#	  of	  triangles	  

#	  of	  paths	  of	  length	  2	  

#	  of	  cycles	  of	  length	  i	  

#	  of	  nodes	  at	  	  dist.	  	  i	  

#	  of	  cliques	  of	  size	  i	  

	  	  MoEf	  	  Analysis	  [Newman	  03]	  

	  	  	  	  	  To	  understand	  the	  structure	  	  
	  	  	  	  	  	  of	  	  the	  social	  network	  graph	  

	  	  Common	  Graph	  Queries	  

Θ(n)	  

Θ(ni-‐2)	  

Θ(n)	  

Θ(ni-‐2)	  

Error	  

Θ(n)	  

Error	  in	  response	  
for	  Differen&al	  Privacy	  

Applica&ons:	  Analysis	  of	  Social	  Networks	  

Algorithm	  for	  analyzing	  

social	  networks[PODS	  09]	  

DifferenEal	  privacy	  adds	  too	  much	  noise	  

DP	  is	  too	  strong	  for	  social	  networks.	  



DP	  aTackers	  	  Non-‐DP	  aTackers	  	  

Relaxing	  Differen&al	  Privacy	  	  

•  Use	  its	  connec&on	  with	  adversarial	  privacy	  

Know	  presence	  of	  bounded	  	  
O(log	  n)	  	  	  #	  of	  edges	  
Low	  probability	  	  O(log	  n/n)	  
for	  rest	  of	  edges	  	  

adversarial	  privacy	  against	  DP	  aOackers	  =	  differenQal	  privacy	  adversarial	  privacy	  against	  realisHc	  DP	  aOackers	  	  

Know	  the	  presence	  
or	  absence	  of	  

almost	  all	  edges	  

Powerful	  Realis&c	  
DP	  



Our	  Algorithm	  

•  Random	  noise	  has	  an	  expected	  error	  of	  Θ
(query	  sensi&vity)	  

Modifica&on	  of	  the	  standard	  differen&ally	  private	  algorithm	  

Example	  ‘#	  of	  triangles’:	  	  query	  sensi&vity	  =	  n-‐2	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  expected	  error	  =	  Θ(n)	  

Standard	  Algorithm	  [Dwork	  et.	  al.	  06]	  
 Add	  random	  noise	  according	  to	  query	  sensiHvity	  



Our	  Algorithm	  [Rastogi	  et.	  al.	  09]	  

 Return	  completely	  random	  answer	  with	  negligible	  probability	  
 Otherwise	  add	  random	  noise	  according	  to	  adversarial	  sensiHvity	  

Our	  Algorithm	  
Modifica&on	  of	  the	  standard	  differen&ally	  private	  algorithm	  

We	  bound	  adversarial	  sensiHvity	  for	  a	  large	  class	  of	  queries	  
Proof	  based	  on	  new	  concentra&on	  results	  

Example	  ‘#	  of	  triangles’:	  	  adversarial	  sensiHvity	  =	  O(log2n)	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  expected	  error	  =	  O(log2n)	  	  

max	  change	  in	  query	  answer	  	  on	  	  
adding/removing	  a	  single	  tuple	  
max	  change	  in	  query	  answer	  	  on	  	  
adding/removing	  a	  single	  tuple	  

Expected	  



Examples	  for	  Improved	  u&lity	  

Graph	  Query	   Standard	  
[Dwork06]	  

Ours	  
[R.	  et.	  al.	  09]	  

#	  of	  triangles	   Θ(n)	   Θ(log2n)	     Standard	  sa&sfies	  
differen&al	  privacy	  =	  	  	  	  
adversarial	  privacy	  against	  
all	  DP	  a,ackers	  

  Ours	  sa&sfies	  adversarial	  
privacy	  against	  only	  
realisHc	  	  DP	  a,ackers	  

#	  of	  2-‐length	  paths	   Θ(n)	   Θ(log	  n)	  
#	  of	  	  i-‐node	  cycles	  	   Θ(ni-‐2)	   Θ(logi-‐1n)	  
#	  of	  nodes	  at	  	  dist.	  	  
i	  from	  a	  node	  v	  

Θ(n)	   Θ(logi-‐1n)	  

#	  of	  i-‐node	  cliques	   Θ(ni-‐2)	   Θ(logi2n)	  
#	  of	  conn.	  
subgraphs	  of	  i	  
nodes	  &	  	  j	  edges	  

Θ(ni-‐2)	   Θ(logi-‐1n)	  



The	  Class	  of	  Queries	  (Details….)	  

•  Answer	  count(q)	  	  	  	  where	  q	  :-‐	  R1,	  R2,	  …	  

DefiniEon	  	  	  	  q	  is	  dense,	  if	  Density(h(q))	  >=	  1,	  forall	  homomorphism	  h	  

The	  derivaEve	  of	  q	  is:	  	  
∂(q(Ri))	  =	  replace	  Ri	  with	  constants,	  then	  remove	  Ri	  

DefiniEon	  q	  is	  stable	  if	  forall	  k	  >=1,	  ∂k(q)	  is	  dense	  

Theorem	  	  Adversarial	  sensi&vity	  is	  bounded	  
	  for	  all	  stable	  queries	  and	  “realis&c”	  DP	  adversaries	  

Density(q)	  =	  |Atoms(q)|	  /	  |Vars(q)|	  



Summary	  

•  Differen&al	  privacy	  not	  possible	  for	  join	  queries	  

•  Adversarial	  privacy	  possible	  against	  “relaxed	  
DP”	  adversary	  for	  all	  “stable”	  queries	  



Equivalence	  Result[PODS	  09]:	  Connects	  
DifferenHal	  Privacy[Dwork	  06]	  	  &	  Adversarial	  Privacy[Evfimievski	  02]	  

Algorithm	  for	  analyzing	  

social	  networks[PODS	  09]	  

Algorithm	  for	  analyzing	  

Hme-‐series	  data[SIGMOD	  10]	  

Applica&ons:	  Analysis	  of	  Time-‐Series	  Data	  
[Rastogi	  &	  Nath:	  SIGMOD	  2010]	  



Name Age Location Time 
Alice 25 Dreese Labs 5 PM 

Alice 25 Scott Labs 5:02 PM 

Alice 25 Smith Labs 5:03 PM 

Bob 32 Dreese Labs 5:35 PM 

Lots	  of	  posiHve	  correlaHons!	  

Example:	  GPS	  traces	  

Applica&ons:	  Analysis	  of	  Time-‐Series	  Data	  
[Rastogi	  &	  Nath:	  SIGMOD	  2010]	  

Algorithm	  for	  analyzing	  

Hme-‐series	  data[SIGMOD	  10]	  

Dreese	  
Labs	  

ScoT	  
Labs	  
Smith	  
Labs	  

DifferenEal	  privacy	  does	  not	  protect	  	  
against	  	  posiEve	  correlaEons	  

DifferenEal	  privacy	  too	  weak	  for	  Eme-‐series	  data!	  



Outline	  

•  Background:	  Privacy	  defini&ons	  
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•  Applica&ons:	  New	  techniques	  with	  formal	  
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•  Conclusions	  



Conclusion	  
•  Formal	  privacy	  guarantees	  required	  
•  Differen&al	  privacy:	  

–  Opt-‐in	  /	  opt-‐out	  decision	  for	  end	  user	  
–  Property	  of	  privacy	  mechanism	  

•  Adversarial	  privacy:	  
–  Publish	  /	  no-‐publish	  decision	  for	  data	  owner	  
–  Property	  of	  the	  class	  of	  a,ackers	  

•  Fundamental	  equivalence	  theorem	  for	  DP	  aTackers	  
•  Applica&ons	  to:	  

–  Analysis	  of	  Social	  Networks	  
–  Analysis	  of	  &me-‐series	  data	  



Thank	  You!	  


