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ABSTRACT
To face the increasing demand from users, National Statis-
tical Institutes (NSI) release different information products.
The dissemination of this information should be performed
in full compliance with the regulations pertaining to the pri-
vacy of respondents. One product that could belong to a
dissemination portfolio is represented by synthetic data. In
this paper a very brief review of several methods to gener-
ate synthetic data is given. The emphasis is put on boot-
strap methods that might be used in complex surveys. A
quantile-based bootstrap method is proposed, avoiding any
model assumption. Different bootstrap strategies were em-
pirically compared from the point of view of some univariate
statistics and in a linear regression framework. The Italian
Structure of Earnings Survey 2006 data were used in these
preliminary experiments.

Categories and Subject Descriptors
H.2.8 [Database Management]: Database Applications–
statistical databases; K.4.1 [Computers and Society]: Pub-
lic Policy Issues–privacy

General Terms
Privacy

Keywords
statistical disclosure control, microdata dissemination, data
utility, synthetic data, bootstrap

1. INTRODUCTION
The National Statistical Institutes (NSI) mission is to pro-

duce reliable, impartial, transparent, accessible and perti-
nent information. The dissemination of this information
should be performed in full compliance with the regulations
pertaining to the privacy of respondents.

After the removal of direct identifiers, e.g. name and ad-
dress, other indirect identifiers, called key variables, could
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still allow the disclosure of some confidential information on
respondents. In business microdata files, both categorical
and continuous key variables are commonly registered. Due
to the latter, each record is almost a unique case; risk mea-
sures based on rareness concepts are not appropriate. In
the statistical disclosure control literature, the generation of
synthetic data is considered as a strategy to minimize the
disclosure risk, especially when the synthetic values are dif-
ferent from the original values. There are several approaches
to the disclosure concept. The first one, the inferential dis-
closure, was introduced in [3]. More precisely, a disclosure
is said to occur when the intruder, using the released mi-
crodata file, is able to increase his/her information about a
target unit. The implementation of this scenario in practical
situations requires distributional and modelling assumptions
about what an intruder might a priori know. Even if it is
not explicitly stated, the inclusion of the target unit in the
released sample is also assumed. This leads to another defi-
nition of disclosure, namely the identity disclosure, see [16].
An identity disclosure is said to occur when the intruder
is able to identify a unit in the microdata file. There is a
strong relationship between attribute and inferential disclo-
sure. An exact disclosure is a particular type of identity
disclosure, when a respondent is identified using only the
exact values of the key variables. Anyway, issues related
to inferential disclosure should be taken into consideration,
too.

Generally, synthetic data are viewed as an alternative to
masked data. The usefulness of synthetic data is usually
evaluated from the point of view of the analytical validity.
Anyway, some other requirements, e.g. data structure and
ease of use and implementation, should also be considered.

In Section 2 a very brief review of some methodologies that
generate synthetic data is given. In Section 3 several boot-
strap methods that might be used to create synthetic data
are discussed. The emphasis is put on issues related to the
complex surveys and a quantile based method is proposed.
In Section 4, the results of the application of different boot-
strap strategies to the Italian Structure of Earnings Survey
2006 are compared from the point of view of some univariate
statistics and in a linear regression framework.

2. MODEL-BASED APPROACHES TO THE
GENERATION OF SYNTHETIC DATA

In this section several methods for synthetic data genera-
tion are discussed. There are two general classes of methods.
The first class includes the methods based on the distribu-
tion function estimation. An example is the Latin Hyper-



cube Sampling. The second category of methods includes
the ones that model the relationships between survey vari-
ables. Well-known examples are the multiple imputation
and IPSO methods.
Probability Distribution The oldest proposal, in [12], is to
simulate a data set by randomly sampling from the distri-
bution function of the original data set. This is a very simple
method, easy to explain and implement. It has also the ad-
vantage that it works for both categorical and continuous
variables. In spite of its simplicity, the method heavily re-
lies on the identification (and estimation) of the cumulative
distribution function. This is probably the reason why in
many practical situations the NSIs do not generally adopt
this approach. Moreover, its adaptation to data stemming
from complex surveys was not yet discussed.
Latin Hypercube Sampling In [4], another method for gen-
erating multivariate synthetic data sets was proposed. The
method uses a functional of the empirical distribution func-
tion to generate synthetic data. The protection is achieved
by both resampling (Latin hypercube sampling) and a data
transformation which reduces the informative content. The
method preserves the univariate statistics as well the rank
correlations. Consequently, the pairwise associations be-
tween variables are preserved. Nonetheless, the method is
very time consuming. Different aspects of this methodology
are discussed in [11].
IPSO Information Preserving Statistical Obfuscation (IPSO)
was originally proposed in [2]. Suppose X and Y should
be released, where the X are the confidential outcome at-
tributes and Y are the key variables. A multiple regression
of Y on X is performed and the fitted Ŷ values are com-
puted. Finally, attributes X and Ŷ are released by IPSO
in place of X and Y . Obviously, IPSO is efficient against
any type of exact disclosure based on the key variables Y .
The IPSO variant proposed in [13] reproduces, in a single
computation step, the means and covariance matrix of the
original data set. In [13], other IPSO-based methods are
discussed, too.
Multiple Imputation In [18], a method for generating fully
synthetic data sets by multiple imputation was proposed.
All the non sampled observations from the population/sampling
frame are considered as missing data. Subsequently, they are
imputed according to the multiple imputation framework.
Afterwards, several simple random samples from these fully
imputed data sets could be released. The efficiency of this
method strongly depends on the robustness and accuracy of
the model used to impute the “missing” values. Since the
released data sets could be random samples from the popu-
lation, the sampling design complexity is no more an issue
to deal with. From a data utility/validity point of view, the
release of multiple data sets might not be so easily accepted
by the users. This might happen because a multiple data
set is not an “object” similar to the original survey data.
Data Shuffling The data shuffling was introduced in [15]. It
might be interpreted as a generalization of the data swap-
ping, see [20]. By using the data shuffling, values are in-
deed shuffled and consequently, a value of the i-th record
could possibly be assigned to the j-th record, that of the
j-th record to the k-th record, etc. Thus, the shuffled val-
ues are the original values, just shuffled in such a manner as
to maintain the univariate statistics. Other quality criteria
were assessed by means of some empirical experiments. The
authors of the data shuffling claim that the disclosure risk

is reduced to the minimum possible risk. The data shuf-
fling is guided by a model used to preserve some association
statistics.

Even if the released data are synthetic, they do not com-
pletely solve the problem if disclosure risk. From the disclo-
sure risk point of view, if the released synthetic values are
different from the original values, the risk of exact disclosure
is considered very low. Probably the risk of inferential dis-
closure might not be negligible, depending on the adopted
disclosure scenario. This statement holds especially for es-
tablishment survey data for variables having very skewed
distributions. Indeed, in a business data framework, the
(extreme) outliers are generally very hard to mask.

For each of the five discussed methods, the model assump-
tions should be rigorously tested. Moreover, the role played
by the sampling design features is not always clear. It should
also be noted that except for the multiple imputation and
IPSO, the illustrated methods for generating synthetic data
were designed for univariate variables.

In the next section, a class model-free methods to generate
synthetic data will be analyzed. It is based on a well-known
resampling procedure, i.e. the bootstrap.

3. QUANTILE-BASED BOOTSTRAP

3.1 Standard Bootstrap
Suppose we have a finite population of N elements labeled

as 1, . . . , N . Let yi be the value of a characteristic (or pos-
sibly a vector of characteristics) of the i-th unit of the finite
population (i = 1, . . . , N). In general, we are interested in
a variety of (nonlinear) functions of yi, (i = 1, . . . , N), e.g.
means or quantiles. Since it is not possible to observe the
population values, the population characteristics are esti-
mated by means of samples of size n, say y1, . . . , yn.

The (non-parametric) bootstrap method is an application
of the plug-in principle. By non-parametric, we mean that
only y is known (observed) and no prior knowledge on the
population density function (or the cumulative distribution
function) is available. Originally, the bootstrap was intro-
duced in [6] to estimate the standard error of an arbitrary
estimator θ and to-date the basic idea remains the same.

The bootstrap methods discussed in this section involve
the following common steps:

1. Using a suitable probability sampling scheme, generate
a resample (or bootstrap sample, bootstrap replicate)
of size n from the original sample.

2. Calculate the (nonlinear) statistic, named θ̂, using the
resample or a suitable rescaled version of the resample.
Denote it by θ̂∗.

3. Calculate θ̂ for a large number (say, B) of independent

resamples. Let θ̂∗1 , . . . , θ̂∗B be the estimates from the
B independent bootstrap replicates. These θ̂∗1 , . . . , θ̂∗B
form the basis of inference for θ̂.

Even if it was initially introduced to compute the standard
error of an estimator whose exact distribution could not be
easily derived, this resampling methodology found its utility
in many other statistical applications. In [9], different boot-
strap methods and their potential are illustrated. In the
field of statistical disclosure control, some bootstrap meth-
ods were proposed to preserve confidentiality in contingency
tables, see [10] or [14].



3.2 Complex Surveys
The bootstrap is probably the most flexible and efficient

method of analyzing survey data since it can be used to
solve a variety of challenging statistical problems (e.g., vari-
ance estimation, imputation, small-area estimation, etc.)
for complex surveys involving both smooth and nonsmooth
statistics.

Various federal and private agencies routinely conduct
large-scale sample surveys. In a typical sample survey, a
suitable probability sampling scheme is used to collect data
from a finite population. Population stratification and selec-
tion of ultimate sampling units in several stages are generally
involved. A survey weight is usually attached to each unit
in the sample to account for various factors such as unequal
selection probability, non-response, post-stratification and
calibration. The incorporation of these important survey
weights in the bootstrap method has received considerable
attention in the survey from finite populations literature.
Bootstrap methods in finite populations are usually justi-
fied from the randomization approach to survey sampling.

The finiteness of the survey population, the complexity of
the survey design and the complex weighting scheme all con-
tribute to the challenging task of finding a valid bootstrap
procedure.

A first simple bootstrap in finite population would be
the resampling with replacement, but using probabilities di-
rectly related to the sampling weights.
In the literature, the important problem of recovering the
f.p.c. (finite population correction, f = n/N) resulted in
mainly two different approaches: (i) without-replacement
bootstrap (BWO) and (ii) with-replacement bootstrap (BWR).
The latter approach (BWR) attempts to adapt Efron’s orig-
inal bootstrap by carefully choosing the bootstrap sample
size or by rescaling the generated bootstrap replicate. On
the other hand, the first approach (BWO) tries to mimic
the original SRSWOR (simple random sampling without re-
placement).

3.2.1 Without-replacement bootstrap - BWO
Obviously, drawing a bootstrap sample of size n with-

out replacement does not make sense since it would provide
the original sample. One might think of a naive bootstrap

without-replacement sample of size n
′
= fn in order to cap-

ture the f.p.c. But this bootstrap sampling yields an overes-
timation of the true variance. In [19] the following method
was proposed: if N = kn, create an artificial population of
N units simply by copying each of the n elements in the
original sample k times and then take a SRSWOR boot-
strap sample of size n from this artificial population. When
k is not an integer a randomization is needed. Asymptoti-
cally, when both n and N increase, with f fixed, the method
provides a consistent variance estimator.

3.2.2 Rescaling - BWR
In finite populations literature, it was noted that it is

not essential to mimic the original sampling design to cap-
ture the f.p.c, f . One could simply adapt Efron’s origi-
nal bootstrap by taking a larger bootstrap sample than is
required if the original sampling plan were SRSWR (sim-
ple random sampling with replacement). A sample of size

n
′

= (1 − f)−1(n − 1) yielding the customary variance es-
timator was suggested. One problem with this method is

that n
′

could be non-integer; some randomization might be
needed in most practical situations.

In [17] a method which rescales the bootstrap replicate
so as to recover the f.p.c. in the usual SRSWOR variance
formula was proposed. This procedure selects samples of
size m, say y∗ = (y1, . . . , ym), from the original sample and
then rescales the bootstrap sample by

ỹi = ȳ +

√
m√

n− 1

√
1− f(y∗i − ȳ) (1)

In [17], a discussion on the possible choices of m is given,
too.

3.3 Synthetic data
For the generation of synthetic data, the bootstrap was

initially discussed in [8]. Given an original sample set y =
(y1, . . . , yn), the empirical cumulative distribution function
(F ) is computed. Next, F is smoothed and then it is sam-
pled with replacement to obtain a synthetic microdata set
Z. Needless to say, the smoothing choice plays an impor-
tant role in this approach. Anyway, as remarked in [8], the
bootstrap theory relies on the repeated sampling, not on a
single sample. A similar approach based on a single boot-
strap replicate may be found in [1]. Here, the synthetic
value is a linear combination of the original value and its
unique bootstrap replicate. The bootstrapping method is
the one introduced in [6]. The parameter α defining the
linear combination (or the synthetic percentage) might be
used to control some data utility criteria. None of these
approaches takes into account the sampling design and in
particular the sampling weights.

In this work, an univariate synthetic data generator is
proposed. Let y = (y1, . . . , yn) be the original sample. Here
it is proposed to generate the synthetic data set by using
the n quantiles that could be calculated from a sample of
size n. The idea is that all sample quantiles are defined as
averages of consecutive order statistics. In other words, for
h = 1, . . . , n, the statistic θ of interest introduced in sec-
tion 3.1 is set equal to the h-th quantile. For example, let
h be equal to 0.15. The bootstrap procedure would be as
follows: 1) generate a bootstrap replicate (using standard
bootstrap, BWO or BWR), 2) estimate q̂∗0.15, the 0.15-th
quantile of the bootstrap sample, 3) repeat steps 1 and 2
a large number of times, say B and finally, 4) compute the

quantile estimate q̂0.15 = 1/B
∑B

1 q̂∗0.15. The steps 1-4 are
then repeated for each of the n quantiles. Finally, the uni-
variate synthetic data would be q̂1/n, q̂2/n, . . . , q̂n/n. Several
general considerations hold. First, such a procedure would
avoid any model-assumption. Second, it would be based on
the generation of a large number of bootstrap samples.

It is important to stress here that any of the previously
discussed bootstrap strategies may be applied for selecting
the bootstrap replicates.

4. APPLICATION
In this section several simulations of the bootstrap method-

ologies in a real case-study are illustrated. First the data
stemming from the Italian Structure of Earnings Survey are
briefly described. Then, the results of the application of the
bootstrap methodologies are discussed. The different boot-
strap methodologies are compared from the point of view of
some univariate statistics and in a linear regression frame-
work.



4.1 Italian Structure of Earnings Survey
The Structure of Earnings Survey (SES) provides detailed

information on the level and structure of remuneration of
employees, their individual characteristics and the enterprise
or local unit to which they belong to. The SES outcome
represents an uniquely rich data source on gross earnings in
Europe which is increasingly important for evidence-based
policy making, in particular for monitoring economic growth
and social cohesion. Furthermore, the SES data are indis-
pensable for employers and employees as regards the demand
and supply of labour.

In Italy, SES data were collected by means of a sampling
survey. A two stage sampling scheme was followed. The en-
terprises sampling frame was the most up-to-date version of
Archivio Statistico delle Imprese Attive (statistical business
register of active enterprises). The employees were sam-
pled through a proportional to size sampling scheme. The
observed variables are indicated in the Commission Regula-
tion 1916/2000. The optional variables were generally not
observed in the Italian survey. At enterprise level, some
structural economic variables were registered: principal eco-
nomic activity (Nace), number of employees, geographical
location (Nuts), form of economic and financial control and
existence of collective pay agreements, etc. On employees,
besides gender and age, variables related to education, pro-
fession and contractual position were surveyed. Annual and
monthly earnings corresponding to the reference month (Oc-
tober 2006) were registered together with their various com-
ponents. The working time was accounted for through vari-
ables like number of paid hours.

The sampling weights were computed in order to indi-
cate each respondent representativeness, see [7]. Generally,
the weights should satisfy some restrictions, for example the
preservation of some known population totals. The enter-
prise sampling weights were derived by means of a multivari-
ate calibration procedure, see [5]. To compute the employees
final weights, the procedure indicated in [7] was followed.

4.2 Bootstrap Experiments
45 categories of the variable principal economic activity

(Nace) were considered, spanning a wide range of economic
sectors. Summary statistics on the number of observations
in the sample and population are shown in table 1. The
summary statistics were computed over the 45 categories of
the principal economic activity variable. The population to-
tals were computed using the sample weights. From the SES
2006 data set, five variables were selected, i.e. Total gross
earnings for a representative month (ME), Earnings related
to overtime (MO), Special payment for shift work (MS), To-
tal gross annual earnings in the reference year (AE) and
Total annual bonuses (AB). Summary statistics on these five
variables are shown in table 2. It may be observed that each
variable has a skewed distribution. Moreover, extreme out-
liers are always present. Additionally, variables like MS or
MO are extremely sparse, probably because this kind of re-
muneration is not included in the working contract. In table
2, the summary statistics were computed considering a sin-
gle category of the principal economic activity. Anyway, the
same qualitative conclusions hold for the other categories.
By principal economic activity category, the standard devia-
tions of the employees survey weights vary from a minimum
equal to 0 up to a maximum value of 650. This suggests that
there is a significant variability of these survey weights which

Table 1: Summary statistics of the number of units
in the sample and population. Q1 = the first quan-
tile, Q2 = the second quantile (median) and Q3 =
the third quantile

Statistic Sample Population
Min 49 1643
Q1 442 14829
Q2 952 38820

Mean 1397 74273
Q3 1676 89528

Max 6109 491850

Table 2: Summary statistics of the five variables
ME, MO, MS, AE and AB, respectively. Q1 = the
first quantile, Q2 = the second quantile (median)
and Q3 = the third quantile

Statistic ME MO MS AE AB
Min 421 0 0 602 0
Q1 1775 0 0 20727 0
Q2 2211 0 0 26746 1943

Mean 2516 146 9.92 29990 2632
Q3 2959 220.5 0 35444 3908

Max 12300 2231 663 173852 31972

were derived from the first order inclusion probabilities.
The quantile-based approach was applied to generate syn-

thetic data. As discussed in the previous section, this ap-
proach has the advantage of generating a single synthetic
data set, that is, an object similar to the original data. In
the core of the quantile-based synthetic data generator, the
BWO, BWR and the standard bootstraps were used to select
the bootstrap replicate. A stratified bootstrap was applied,
using the principal economic activity as stratification vari-
able. That is, for each stratum, an independent bootstrap-
ping procedure was applied. In all cases, B, the number of
bootstrap replications was set equal to 1000. For the BWR
method, the parameter m was set equal to n − 3, as sug-
gested in [17]. For the BWR method, no randomization was
applied when k was not an integer number. In a first run, for
the three bootstrap versions, BWR, BWO and standard, for
each unit the probabilities of inclusion in the bootstrap repli-
cate were set equal to 1/n. In a second experiment, those
probabilities of inclusion in the bootstrap replicate were set
equal to the inverse of their weight. This approach might
be interpreted as a tentative to mimic their probability of
inclusion in the sample.

4.2.1 Descriptive statistics - data utility and risk of
disclosure

In table 3, several summary statistics on the percentage
relative variation between the synthetic and original values
are shown. Let T be the statistic of interest; denote by T ∗

the statistic computed from the synthetic values and by To

the statistic computed from the original values. Then the
percentage relative variation is defined as To−T∗

To
∗100. As for

T , the minimum, mean, maximum, variance and weighted
means were considered. T = minimum and T = maximum
are related to the disclosure risk, while T = (weighted) mean
and T = variance might be considered data utility issues.
For each stratum defined by the categories of the principal



Table 3: Summary statistics of the percentage variations of T (minimum, mean, maximum, variances and
weighted means) for ME and AE. Q1 = the first quantile, Q2 = the second quantile (median) and Q3 = the
third quantile. s = standard bootstrap, bwo = BWO bootstrap method, bwr = BWR bootstrap method,
“.w” = unequal inclusion probabilities in the bootstrap replicate.

ME AE
Type Min Q1 Q2 Mean Q3 Max Min Q1 Q2 Mean Q3 Max

T= Min
s -975 -103 -46 -111 -21 -2.57 -1598 -154 -50 -187.50 -24.51 -3.60

s.w -647 -145 -57 -137 -19 -1.74 -2885 -211 -58 -230.40 -27.26 -5.12
bwo -9607 -95 -49 -110 -21 -2.51 -1584 -155 -50 -187.90 -26.24 -3.96

bwo.w -668 -150 -50 -152 -20 -9.52 -2759 -119 -39 -209.40 -21.24 -5.11
bwr -1046 -132 -83 -133 -28 -3.79 -1842 -214 -91 -245.30 -47.47 -13.86

bwr.w -748 -162 -85 -161 -26 -2.70 -3184 -240 -81 -290.50 -41.89 -11.62
T= Mean

s -1.07 -0.20 -0.11 -0.17 -0.06 0.04 -1.44 -0.25 -0.11 -0.21 -0.05 0.02
s.w -12.69 -1.53 0.51 0.69 2.60 21.52 -15.77 -2.07 0.22 0.64 2.81 21.80
bwo -1.14 -0.17 -0.09 -0.16 -0.05 0.03 -1.24 -0.18 -0.10 -0.19 -0.05 0.03

bwo.w -5.73 -1.37 0.50 1.28 2.74 21.25 -4.03 -2.07 0.46 1.28 3.61 21.49
bwr -1.10 -0.19 -0.09 -0.16 -0.02 0.05 -1.17 -0.22 -0.09 -0.19 -0.03 0.07

bwr.w -12.45 -1.48 0.53 0.69 2.54 21.21 -15.60 -1.92 0.21 0.63 2.70 21.39
T= Max

s 0.61 3.64 5.56 6.38 8.84 19.71 0.50 3.46 6.18 6.94 10.12 16.73
s.w 0.55 3.87 6.63 9.05 12.15 30.02 0.81 3.60 5.87 9.67 11.88 36.04
bwo 0.47 3.74 5.37 6.34 8.36 19.30 0.40 3.55 5.83 6.96 10.11 18.16

bwo.w 2.69 5.11 7.18 8.61 11.66 19.53 0.98 3.16 5.91 7.73 9.54 24.76
bwr 1.69 4.72 7.16 7.68 9.85 20.99 1.84 4.78 7.52 8.27 11.31 18.37

bwr.w 0.81 5.32 7.74 10.28 13.25 30.31 1.08 4.54 7.85 10.81 12.94 35.22
T= Var

s 0.04 1.31 2.10 3.14 4.06 15.05 -0.15 1.53 2.47 3.47 4.89 16.48
s.w -31.32 -0.37 8.67 7.5 15.77 39.77 -19.45 -1.50 7.933 7.88 16.25 39.63
bwo 0.32 1.39 2.27 3.15 3.96 14.04 0.50 1.55 2.50 3.50 4.58 15.52

bwo.w -13.29 0.28 9.53 8.59 14.21 38.84 -17.34 -0.34 9.49 8.74 16.10 38.48
bwr 2.26 3.97 5.43 6.46 7.13 21.75 2.12 4.11 5.321 6.72 7.55 23.24

bwr.w -29.21 2.84 12.29 10.72 18.24 41.33 -17.4 3.42 10.77 11.12 19.78 40.75
T= WMean

s -75.89 -6.23 -0.32 -1.56 6.76 30.11 -1.44 -0.20 -0.10 -0.20 -0.02 0.15
s.w -79.44 -6.93 0.05 -0.99 9.16 36.77 -15.46 -1.89 0.41 0.80 3.41 22.94
bwo -75.99 -6.21 -0.38 -1.55 6.69 30.09 -1.24 -0.19 -0.08 -0.19 -0.02 0.31

bwo.w -37.16 -7.01 -0.56 0.86 6.60 36.60 -3.93 -1.91 0.59 1.36 3.06 22.59
bwr -74.72 -6.05 -0.37 -1.49 6.78 29.87 -1.17 -0.22 -0.09 -0.18 0.02 0.26

bwr.w -78.20 -6.75 0.04 -0.91 9.21 36.42 -15.31 -1.81 0.36 0.79 3.30 22.66



economic activities, the percentage relative variations of T
were computed. In order to summarize this information,
the minimum, median, mean etc. indicators were computed
over the strata. For brevity, only the variables ME and AE
are presented in table 3. Similar results were obtained for
the other three variables, even those are more sparse. The
other summary descriptive statistics T (quartiles, median,
etc) have an intermediate behaviour. From table 3, it may
be observed that the minimum and the maximum values are
always modified. During the simulations, it was observed
that the values on the tails are generally modified in a sig-
nificant manner. That is, the values with the highest risk
of disclosure, i.e. the values on the tails, receive a greater
amount of modification, especially for the bwr.w method.
The values in intervals with high density of values might be
considered safe because the possible intruder would have a
greater amount of uncertainty in identifying a unit or its
corresponding values.

4.2.2 Linear models - data utility
To assess the quality of the bootstrap approaches in a

regression framework, two very simple linear models were
considered. Total gross annual earnings in the reference
year (AE) was considered as response variable, while the
explanatory variables were Total gross earnings for a repre-
sentative month (ME) and Total annual bonuses (AB). The
only difference between the tested regression models was the
consideration of an intercept. That is, in Model1, the inter-
cept was included, while in Model2 the intercept was not
considered. Consequently, the two used models may be eas-
ily written as:

Model1 : AE = γ1 + α1ME + β1AB
Model2 : AE = α2ME + β2AB

(2)

The ordinary least squares method was used to compute the
estimates γ̂1, α̂1, β̂1, α̂2, β̂2 of γ1, α1, β1, α2, β2, respectively.
To evaluate the synthetic data usage in a hypothesis testing
framework, the standard errors of the estimated parameters
were estimated as well.

For each stratum, the goodness of fit R2 statistics were
computed. Denote by R2∗ and R2

o the corresponding statis-
tic estimated using the synthetic data and original data, re-
spectively. The similarity between the original and synthetic
data was evaluated by means of the summary statistics of
R2∗
R2

o
. These summary statistics are presented in table 4,

together with the summary statistics of the original R2
o val-

ues. It may be observed that there is no much variability
among the bootstrap versions. Moreover, the R2 statistics
of Model2 seems better preserved. Anyway, it should be
noted that even for the original data, from this goodness
of fit criteria point view, the Model1 seems less adequate,

see the last row of table 4. Both the R2
o and R2∗

R2
o

values

could be considered sufficiently high to support the usage of
Model2 in practice. Using the synthetic data and original
data, for both Model1 and Model2, generally, the p-values
of the fitted coefficients were always sufficiently small to re-
ject the null hypothesis of their elimination from the model.
This statement holds for all types of bootstrap methods. It
was observed that the estimates γ̂1, α̂1, β̂1, α̂2, β̂2 computed
using the original data do not belong to the 95% or 99%

confidence intervals of the estimates γ̂1
∗, α̂1

∗, β̂1
∗
, α̂2

∗, β̂2
∗

computed using any of the bootstrap synthetic data. This

feature is probably due to the exaggerate simplicity of the
tested models, i.e. Model1 and Model2. Further investiga-
tion on the impact of bootstrap methods on (linear) regres-
sion models should be performed.

4.2.3 Confidence Intervals
Data quality

The quality of the synthetic data set might be measured
by the differences between the original data and the boot-
strapped data, too. Since the quantile based bootstrap syn-
thetic data set generation has the same dimension as the
original data set, the element-wise differences can be com-
puted. For each of the five variables, ME, MO, MS, AE and
AB, it was assessed whether the original value v belongs to
one of the corresponding intervals v∗± sev∗ and v∗± 2sev∗ .
Here sev∗ denotes the standard error of the estimate v∗; its
estimation was possible using the B replicates of the quan-
tiles, in a classical bootstrap manner. For each principal
economic activity category, the number of original values
belonging to the intervals derived from the corresponding
bootstrap estimate was computed. In table 5, the summary
statistics of these counts are illustrated. The influence of
the sparse variables, e.g. MO or MS, may be easily ob-
served. Indeed, the percentages of original values falling in
the corresponding bootstrap interval decreases significantly
for the sparse variables, almost independently on the boot-
strap variant.
Disclosure risk
For each of the five variables, for each bootstrap confidence
interval BCI (computed as v∗± 2sev∗), the number of origi-
nal values belonging to the BCI interval was calculated. Not
only the original values corresponding to the bootstrap val-
ues were considered. In table 6, the summary statistics of
the number BCI intervals containing no original values is
shown for the variables MO, MS and AB. The variables ME
and AE were not considered since their relative statistics
were always equal to 0. This difference between ME, AE
and MO, MS and AB is again due to the sparsity of the
latter variables. It may be observed that achieved protec-
tion depends on the degree of sparsity rather than on the
bootstrap method. In table 7, some summary statistics of
the percentages of BCI intervals containing only one or two
original values (not necessarily the corresponding values) is
shown. The other summary statistics (min, Q1 and Q2)
were always equal to 0. As usually in this work, the sum-
mary statistics were computed over the categories of the
principal economic activity variable. In table 7, it may be
observed that the number of BCI intervals containing less
than 3 original values is very reduced. It follows that the
risk of inferential disclosure is kept under control since the
synthetic values do not contain really isolated values.

Disclosure risk
In table 8 the summary statistics of the number of records
having a bootstrap value different from the original value
are shown. Since the statistics of interest, θ, in the pro-
posed bootstrap procedure, see Section 3.3, were the quan-
tiles, it was possible to match the bootstrapped values and
the original values by means of their corresponding ranks.
The summary statistics were computed over the principal
economic activity categories. It may be observed that the
presented percentages are generally quite high. For the ex-
tremely sparse variables, e.g. MS, those percentages are not
so high. This is surely explained by the zero value of a large



Table 4: Summary statistics for ratios R2∗
R2

o
. Both Model1 (with intercept) and Model2 (without intercept). Q1

= the first quantile, Q2 = the second quantile (median) and Q3 = the third quantile. s = standard bootstrap,
bwo = BWO bootstrap method, bwr = BWR bootstrap method, “.w” = unequal inclusion probabilities in
the bootstrap replicate.

Model1 Model2
Type Min Q1 Q2 Mean Q3 Max Min Q1 Q2 Mean Q3 Max

s 0.23 0.38 0.51 0.51 0.61 0.82 0.69 0.83 0.87 0.86 0.91 0.96
s.w 0.23 0.39 0.50 0.51 0.62 0.82 0.69 0.83 0.87 0.87 0.92 0.96
bwo 0.23 0.38 0.51 0.50 0.61 0.83 0.69 0.83 0.87 0.86 0.91 0.96

bwo.w 0.25 0.42 0.50 0.51 0.62 0.82 0.76 0.84 0.86 0.86 0.90 0.95
bwr 0.23 0.38 0.51 0.50 0.61 0.83 0.71 0.83 0.88 0.87 0.92 0.96

bwr.w 0.23 0.39 0.51 0.51 0.62 0.82 0.71 0.84 0.88 0.87 0.92 0.96

R2
o 0.43 0.83 0.87 0.86 0.92 0.96 0.89 0.96 0.97 0.97 0.98 0.99

Table 5: Summary statistics of the percentage of original values that are within a quantity r (either se∗

or 2se∗) far from the corresponding bootstrap value v∗. Q1 = the first quantile, Q2 = the second quantile
(median) and Q3 = the third quantile. s = standard bootstrap, bwo = BWO bootstrap method, bwr = BWR
bootstrap method, “.w” = unequal inclusion probabilities in the bootstrap replicate.

r = se∗ r = 2se∗

Type Var Min Q1 Q2 Mean Q3 Max Min Q1 Q2 Mean Q3 Max
s ME 0.94 1.84 2.52 3.81 4.24 15.28 1.91 3.87 5.06 7.75 8.13 31.58
s MO 23.30 40.67 49.00 50.29 56.56 87.56 23.30 40.67 49.00 50.30 56.56 87.56
s MS 0.00 14.84 20.39 23.86 38.18 49.30 0.00 14.84 20.39 23.86 38.18 49.30
s AE 95.92 99.65 99.88 99.62 99.96 100.00 100.00 100.00 100.00 100.00 100.00 100.00
s AB 65.79 87.35 94.51 91.54 97.86 100.00 65.79 87.35 94.51 91.72 98.65 100.00

s.w ME 0.71 1.86 2.52 3.74 4.04 15.28 1.86 4.00 5.17 7.66 7.84 31.58
s.w MO 0.00 16.52 32.51 30.27 44.08 79.17 0.09 32.60 46.46 41.73 49.88 86.11
s.w MS 0.00 2.08 10.98 12.51 17.59 39.91 0.00 3.62 15.52 16.48 23.60 43.69
s.w AE 2.70 13.20 35.57 46.66 82.87 99.80 6.97 34.15 78.74 66.49 99.72 100.00
s.w AB 0.11 12.34 32.90 37.83 55.79 100.00 2.84 31.30 66.07 59.06 84.57 100.00
bwr ME 0.84 1.76 2.47 3.68 4.29 15.28 1.96 3.94 5.02 7.62 7.95 32.24
bwr MO 23.21 39.07 46.84 47.44 52.19 82.13 23.78 40.93 47.89 49.03 54.64 83.48
bwr MS 0.00 13.80 19.08 23.04 35.89 47.38 0.00 14.01 19.23 23.54 36.55 48.04
bwr AE 82.93 95.36 98.40 96.71 99.35 99.89 94.88 100.00 100.00 99.83 100.00 100.00
bwr AB 61.84 83.55 88.98 87.74 94.63 98.77 67.11 86.02 91.87 90.61 97.13 100.00

brw.w ME 0.84 1.76 2.47 3.68 4.29 15.28 1.96 3.94 5.02 7.62 7.95 32.24
brw.w MO 23.21 39.07 46.84 47.44 52.19 82.13 23.78 40.93 47.89 49.03 54.64 83.48
brw.w MS 0.00 13.80 19.08 23.04 35.89 47.38 0.00 14.01 19.23 23.54 36.55 48.04
brw.w AE 82.93 95.36 98.40 96.71 99.35 99.89 94.88 100.00 100.00 99.83 100.00 100.00
brw.w AB 61.84 83.55 88.98 87.74 94.63 98.77 67.11 86.02 91.87 90.61 97.13 100.00

bwo ME 0.84 1.76 2.47 3.68 4.29 15.28 1.88 3.75 5.00 7.61 8.23 30.92
bwo MO 23.21 39.07 46.84 47.44 52.19 82.13 24.27 40.92 48.86 50.49 56.03 87.50
bwo MS 0.00 13.80 19.08 23.04 35.89 47.38 0.00 14.58 21.05 23.85 37.33 49.74
bwo AE 82.93 95.36 98.40 96.71 99.35 99.89 100.00 100.00 100.00 100.00 100.00 100.00
bwo AB 61.84 83.55 88.98 87.74 94.63 98.77 71.05 86.69 94.24 91.79 98.73 100.00

bwo.w ME 0.84 1.76 2.47 3.68 4.29 15.28 1.90 3.94 5.17 7.50 7.67 31.58
bwo.w MO 23.21 39.07 46.84 47.44 52.19 82.13 0.19 33.20 43.84 41.56 49.81 88.89
bwo.w MS 0.00 13.80 19.08 23.04 35.89 47.38 0.00 3.32 15.52 16.16 22.11 44.75
bwo.w AE 82.93 95.36 98.40 96.71 99.35 99.89 6.78 34.00 81.10 66.49 99.58 100.00
bwo.w AB 61.84 83.55 88.98 87.74 94.63 98.77 3.26 29.97 64.77 58.53 82.48 100.00



Table 6: Summary statistics of the percentages bootstrap confidence intervals containing no original values.
Q1 = the first quantile, Q2 = the second quantile (median) and Q3 = the third quantile. s = standard
bootstrap, bwr = BWR bootstrap method, w = unequal inclusion probabilities.

Type Var Min Q1 Q2 Mean Q3 Max
s MO 12.44 43.44 51.00 49.70 59.33 76.70

s.w MO 8.15 44.02 50.35 49.08 57.83 72.73
bwr MO 14.03 45.36 52.11 50.62 59.07 76.22

bwr.w MO 7.92 45.59 52.22 50.35 58.42 73.78
bwo MO 12.50 43.97 51.14 49.51 59.08 75.73

bwo.w MO 7.69 44.08 51.14 49.18 56.98 72.89
s MS 50.70 61.82 79.61 76.14 85.16 100.00

s.w MS 40.95 63.55 78.36 76.73 86.46 100.00
bwr MS 51.52 62.83 80.77 76.33 85.99 100.00

bwr.w MS 42.94 63.89 79.61 77.12 87.13 100.00
bwo MS 50.26 62.67 78.95 76.15 85.42 100.00

bwo.w MS 43.53 64.26 79.10 76.98 86.54 100.00
s AB 0.00 1.35 5.49 8.28 12.65 34.21

s.w AB 0.00 0.94 6.69 7.79 12.43 25.11
bwr AB 0.00 2.15 5.73 8.58 13.17 32.89

bwr.w AB 0.00 1.45 6.83 8.34 12.15 26.11
bwo AB 0.00 1.27 5.76 8.21 13.31 28.95

bwo.w AB 0.00 0.72 6.72 7.96 12.60 26.16

Table 7: Summary statistics of the percentages of bootstrap confidence intervals containing only one or two
original values. Q3 = the third quantile. s = standard bootstrap, bwr = BWR bootstrap method, “.w” =
unequal inclusion probabilities in the bootstrap replicate.

Uniques Doubles
Type Var Mean Q3 Max Mean Q3 Max

s ME 0.00 0.00 0.00 0.02 0.00 0.68
s.w ME 0.00 0.00 0.12 0.04 0.00 0.68
bwr ME 0.00 0.00 0.00 0.02 0.00 0.68

bwr.w ME 0.00 0.00 0.12 0.00 0.00 0.12
bwo ME 0.00 0.00 0.00 0.03 0.00 0.68

bwo.w ME 0.00 0.00 0.12 0.00 0.00 0.12
s MO 0.00 0.00 0.00 0.03 0.00 0.49

s.w MO 0.00 0.00 0.19 0.07 0.00 1.39
bwr MO 0.04 0.00 1.39 0.09 0.00 2.78

bwr.w MO 0.00 0.00 0.15 0.11 0.00 2.78
bwo MO 0.00 0.00 0.00 0.07 0.04 1.39

bwo.w MO 0.00 0.00 0.19 0.08 0.03 1.39
s MS 0.00 0.00 0.00 0.05 0.00 2.04

s.w MS 0.02 0.00 0.71 0.08 0.00 2.04
bwr MS 0.09 0.00 1.24 0.06 0.00 2.04

bwr.w MS 0.10 0.00 1.06 0.09 0.00 2.04
bwo MS 0.00 0.00 0.00 0.07 0.00 2.04

bwo.w MS 0.02 0.00 0.71 0.07 0.00 2.04
s AE 0.00 0.00 0.00 0.07 0.00 2.04

s.w AE 0.00 0.00 0.04 0.09 0.02 2.04
bwr AE 0.00 0.00 0.00 0.01 0.00 0.49

bwr.w AE 0.01 0.00 0.19 0.07 0.00 2.04
bwo AE 0.00 0.00 0.00 0.08 0.00 2.04

bwo.w AE 0.00 0.00 0.04 0.09 0.00 2.04
s AB 0.00 0.00 0.00 0.02 0.00 0.66

s.w AB 0.00 0.00 0.12 0.04 0.00 0.66
bwr AB 0.15 0.14 1.26 0.05 0.00 0.66

bwr.w AB 0.19 0.22 1.70 0.08 0.08 0.66
bwo AB 0.00 0.00 0.00 0.03 0.00 0.66

bwo.w AB 0.00 0.00 0.12 0.04 0.01 0.66



Table 8: Summary statistics of the percentages of units for which the bootstrap value is different from the
original value. Q1 = the first quantile, Q2 = the second quantile (median) and Q3 = the third quantile. s =
standard bootstrap, bwr = BWR bootstrap method, “.w” = unequal inclusion probabilities in the bootstrap
replicate.

Type Var Min Q1 Q2 Mean Q3 Max
s ME 100.00 100.00 100.00 100.00 100.00 100.00
s MO 23.70 41.32 48.76 50.66 56.92 87.50
s MS 0.00 14.00 21.83 23.98 38.90 51.07
s AE 100.00 100.00 100.00 100.00 100.00 100.00
s AB 67.11 87.11 94.38 91.61 97.96 100.00

s.w ME 100.00 100.00 100.00 100.00 100.00 100.00
s.w MO 26.46 43.66 49.57 51.23 55.82 92.31
s.w MS 0.00 14.36 22.09 23.68 37.14 57.21
s.w AE 100.00 100.00 100.00 100.00 100.00 100.00
s.w AB 75.57 87.57 93.39 92.19 98.85 100.00
bwr ME 100.00 100.00 100.00 100.00 100.00 100.00
bwr MO 100.00 100.00 100.00 100.00 100.00 100.00
bwr MS 0.00 100.00 100.00 92.86 100.00 100.00
bwr AE 100.00 100.00 100.00 100.00 100.00 100.00
bwr AB 100.00 100.00 100.00 100.00 100.00 100.00

bwr.w ME 100.00 100.00 100.00 100.00 100.00 100.00
bwr.w MO 100.00 100.00 100.00 100.00 100.00 100.00
bwr.w MS 0.00 100.00 100.00 92.86 100.00 100.00
bwr.w AE 100.00 100.00 100.00 100.00 100.00 100.00
bwr.w AB 100.00 100.00 100.00 100.00 100.00 100.00

bwo ME 100.00 100.00 100.00 100.00 100.00 100.00
bwo MO 24.27 41.49 48.92 50.72 56.84 87.50
bwo MS 0.00 14.19 21.61 24.05 37.53 49.74
bwo AE 100.00 100.00 100.00 100.00 100.00 100.00
bwo AB 71.05 86.18 94.14 91.60 97.92 100.00

bwo.w ME 100.00 100.00 100.00 100.00 100.00 100.00
bwo.w MO 27.11 43.58 48.90 51.08 56.67 92.31
bwo.w MS 0.00 13.29 21.26 23.38 36.15 56.47
bwo.w AE 100.00 100.00 100.00 100.00 100.00 100.00
bwo.w AB 75.93 87.34 93.35 92.14 98.81 100.00



number of quantiles of a vector having the majority of ele-
ments equal to zero. The high percentages show bootstrap
capacity to protect against exact disclosure, especially for
the bwr.w variant.

5. CONCLUSIONS
In this paper the problem of synthetic data generation

was addressed. First, a brief review of the existing methods
was presented. The approaches to synthetic data genera-
tion are based on some model assumption which in practical
situations may be difficult to validate. A model free quan-
tile based bootstrap strategy was then proposed. Complex
survey data issues were also considered, by illustrating dif-
ferent bootstrap variants. The bootstrap methods for syn-
thetic data generation were tested in a real situation using
the Italian Structure of Earnings Survey 2006 data. In these
preliminary experiments, the results show that the quantile
based bootstrap methodology might be a valid alternative
for producing synthetic data. Different forms of bootstrap-
ping might also be used. Further studies will be performed
aiming at the preservation of the most important survey
characteristics. Extensions to the multivariate bootstrap-
ping will also be considered. Experiments will be performed
taking into account disclosure scenarios based on multivari-
ate key variables.
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